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We are pleased to present our Report on the Audit of the Federal Reserve System’s
Enforcement Activities (A9613). We performed our audit to evaluate the economy and efficiency
of the System’ s enforcement activities.

Overal, we found that the processing of individua enforcement activities was generally
efficient and the System can expedite processing when required to meet specia circumstances. We
did, however, find opportunities to further improve processing efficiency, minimize duplication of
effort, and strengthen the controls over the enforcement functions and associated resources. Our report
recommends (1) eliminating redundant enforcement tracking systems Systemwide, (2) increasing the
Reserve Banks' authority to process certain corrective supervisory actions, (3) updating policies and
procedures, and (4) revising specific objectives for processing Suspicious Activity Reports including
elimination of the Board staff’ s duplicative review.

The Director of the Division of Banking Supervision and Regulation and the General Counsel
provided us with responses to our draft report. Appendix 2 contains the General Counsel’s comments
on recommendation 2. Appendix 3 contains the director’ s comments. Their responses indicate genera
agreement with our recommendation on processing authority. The director agreed with our
recommendation to update enforcement policies and procedures and with parts of our other two
recommendations. We will follow up on their actions to implement our recommendations and will
report any exceptions as part of our future audit activities.

We are sending a copy of this report to each member of the Board and to selected staff. The
report is available to the public and a summary will appear in our next semiannual report to the
Congress. We are a so making the report available on our internet web page at
http://www.ignet.gov/ignet.

Sincerely,

At/

Inspector General

Brent L Bowen

Enclosure



Board of Governors of the Federal Reserve System

REPORT ON THE AUDIT OF THE
FEDERAL RESERVE SYSTEM’S
ENFORCEMENT ACTIVITIES

(A9613) October 1997



TABLE OF CONTENTS

Page
EXECUTIVE SUMM ARY ..o e e e e 1
BACKGROUND ... e e e 3
OBJECTIVES, SCOPE, AND METHODOLOGY . ...ttt e 8
FINDINGS, CONCLUSIONS, AND RECOMMENDATIONS ... ...t 9
ANALYSISOF COMMENTS . ... e e e 15
APPEN DI X ES .. 17
Appendix 1 - Definitions of Corrective Supervisory Actions. .. ..., 19
Appendix 2 - Lega DiviSonsCommentS. . ... ..ottt 21
Appendix 3 - Division of Banking Supervision & Regulation’'sComments ............ 25
Appendix 4 - Principal Contributors ToThisReport . ........... ... ... oo, 39

(A9613)



EXECUTIVE SUMMARY

Background

The Board of Governors of the Federal Reserve System (the Board) has primary responsibility for
supervising and regulating al bank holding companies and their nonbank subsidiaries, state-chartered
banks that are members of the Federal Reserve System (the System), and the U.S. operations of
foreign banks (referred to as Foreign Banking Organizations, or FBOs). The Reserve Banks, acting
under delegated authority from the Board, perform day-to-day supervisory activities: conducting on-
site bank examinations and holding company inspections, monitoring commercial bank activities, and
initiating enforcement activities that address safety and soundness issues. The Division of Banking
Supervision and Regulation (BS& R) formulates banking supervisory policies and procedures,
oversees the supervision and regulation work of Reserve Banks, and reviews supervisory actions the
Reserve Banks take under delegated authority.

Audit Purpose and Results

We performed our audit to evaluate the economy and efficiency of the System'’s enforcement
activities. We found that the processing of individua enforcement actions was generaly efficient,
that cooperation among various Board and Reserve Bank staffs was generally effective, and that the
System can expedite processing when required to meet specia circumstances. We did, however,
identify areas where efficiency could be improved. The System has avariety of independent
information systems which we believe the Director of BS& R should diminate in favor of a
management information system that would provide consistent enforcement information Systemwide.
In addition, we believe the Board should give Reserve Banks more authority to process certain
enforcement activities and reallocate staffing levels accordingly. We also believe the Director of
BS& R should strengthen controls over the enforcement function and associated resources by
updating enforcement policies, guidance, and procedures and more clearly defining the objectives for
processing Suspicious Activity Reports.

The current enforcement process requires the participation of the Reserve Banks, BS&R’s
Enforcement Section, three other BS& R supervisory sections, the Division of Consumer and
Community Affairs, and the Board's Legal Division; none of these entities has complete
responsibility for the entire enforcement function. Our audit showed that lack of a central unit
responsible for coordinating the System’ s enforcement activities contributed to several of the
problems we identified. Because the Director of BS& R istaking action to reorganize the division, we
are not making any structural recommendations at thistime. His reorganization proposal, coupled
with recent Boardwide budget initiatives, provides a good opportunity for the Board to address
enforcement-related roles and responsibilities and ensure that the division’s new structure
encompasses all aspects of the enforcement function, including determining resource requirements,
establishing program guidance, and providing program oversight.
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Analysis of Comments

The Director of the Division of Banking Supervision and Regulation and the General Counsel
provided us with responses to our draft report. Appendix 2 contains the General Counsel’s
comments on recommendation 2. Appendix 3 contains the director’s comments. Their responses
indicate general agreement with our recommendation on processing authority and the director agrees
with our recommendation to update enforcement policies and procedures. The director agrees with
parts of our other two recommendations. We will follow up on their actions to implement our
recommendations and will report any exceptions as part of our future audit activities.
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BACKGROUND

Overview

The Board of Governors of the Federal Reserve System (the Board) has primary responsibility for
supervising and regulating al bank holding companies and their nonbank subsidiaries, state-chartered
banks that are members of the Federal Reserve System (the System), and the U.S. operations of
foreign banks (referred to as Foreign Banking Organizations, or FBOs). The Federal Reserve Banks
and the Board' s Division of Banking Supervision and Regulation (BS&R) each play arolein fulfilling
this mission. The Reserve Banks, acting under delegated authority from the Board, perform day-to-
day supervisory activities: conducting on-site bank examinations and holding company inspections,
monitoring commercia bank activities, and initiating corrective supervisory actions that address
safety and soundnessissues.! BS& R formulates banking supervisory policies and procedures,
oversees the work of Reserve Banks, and reviews supervisory actions the Reserve Banks take under
delegated authority.

When an ingtitution or affiliated individual does not comply with relevant laws and regulations or
engages in activities that might affect the ingtitution's safety and soundness, the Reserve Banks or the
Board can take a corrective supervisory action to require the ingtitution or individual to correct the
problems. The Reserve Banks' informal supervisory actions include requesting an institution to adopt
aboard resolution or agree to the provisions of acommitment letter or memorandum of

understanding (MOU). Although informal supervisory actions are designed to correct identified
weaknesses, they are not enforceable as a matter of law. If the problemsidentified are more severe or
if the informal actions are not effective, the Board may take aformal enforcement action to compel
the management and directors of atroubled banking organization to address the problems. Under the
Federal Deposit Insurance Act (FDI Act), as amended, the Board has the authority to enter into
written agreements or cease-and-desist orders with state member banks, bank holding companies,
and persons associated with these organizations; to assess civil money penalties for violations of a
cease-and-desist order or violations of alaw or regulation; or to remove an officer or director from
office and, if necessary, permanently bar him or her from the banking industry.? Corrective
supervisory actions generally require the financial institution or individua involved to report on
progress in complying with the provisions of the action.

'Given the various terms used when discussing enforcement activities, for purposes of this report we use the
term “corrective supervisory action” to represent al types of actions the System may use to address problem aress,
unsafe and unsound conditions, or violations of laws and regulations. Appendix 1 contains definitions of types of
corrective supervisory actions as identified in the Operating Assistance for the Supervisory Information System
manual .

*The FDI Act dso gives the Board the authority to issue subpoenas and administer oaths and take depositions
in connection with an examination or inspection. The International Banking Act of 1978, as amended by the Foreign
Bank Supervision and Enforcement Act of 1991 (FBSEA), gives the Board the authority to initiate similar actions
against branches and agencies of foreign banks. Other legidation, including the Financial Institutions Supervisory Act;
Title 1X of the Financia Institutions Reform, Recovery, and Enforcement Act; and the Comprehensive Thrift and Bank
Fraud Act, has amended the FDI Act to supplement the Board's enforcement powers.
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The System initiated 2,817 corrective supervisory actions during the period 1990 to 1996. Of this
total, 42 percent were formal enforcement actions and 58 percent were informal supervisory actions.
Although the mixture of actions has varied, figure 1 reflects the general downward trend in total

actions the System has initiated since 1992.

Figure 1
System’s Formal and Informal Actions Initiated (1990-1996)
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Statistics shown for 1990-1995 were obtain eportzﬁjbmitted to Congress purmrf reguirements of
section 918 of the Federal Ingtitutions Reform¥ ery, SRl Act of 1980; tio i

banking regulators to submit an annual report to Congress containing enforcement information. Because this
requirement was repealed in September 1996, statistics shown for 1996 were obtained from Supervisory Information

System data.

Board Staff Responsibilities

BS&R has primary staff responsibility for preparing and processing formal enforcement actions.
Specifically, BS& R's Enforcement Section provides the Board with specialized lega advisory
services relating to formal enforcement actions. The Enforcement Section has a staff of eleven
authorized positions whose responsibilities include (1) participating in decisions regarding the
initiation of formal enforcement actions; (2) preparing draft and final orders, agreements, and notices
and memoranda relating to such actions; and (3) negotiating the provisions of formal enforcement
actions with boards of directors of problematic financial institutions and related individuas® BS&R's
Enforcement Section, in conjunction with the Special Investigations and Examinations Section, is also
responsible for all Board matters related to criminal activities at financial institutions subject to the
Board'sjurisdiction, including the review of Suspicious Activity Reports (SARs), which are explained

®Nine positions are currently filled.

(A9613) 4



in more detail on page 7. Asshown in figure 2 (next page), other Board divisions and other sections
within BS& R provide support to BS& R's Enforcement Section, depending on the type of institution
involved and the specific reason for the corrective supervisory action.

Processing Procedures

The need for a corrective supervisory action is usualy identified during a state member bank or FBO
examination or bank holding company inspection, although it may also be otherwise identified such as
through the System'’s off-site surveillance process. The determination as to whether the action should
be formal or informal is generally made by the Reserve Bank with input from Board staff, as

required, and is based on severd criteria, including the ingtitution's composite rating and financial
condition, the type and severity of deficiencies discovered, and the capabilities and cooperativeness of
the ingtitution's management.

If an informal supervisory action is warranted, the Reserve Bank devel ops and approves the action
according to itsinterna processing procedures, MOUs with FBOs, athough considered informal
actions, must be coordinated with BS& R's International Supervision Section. If aformal enforcement
action isrequired, the Reserve Bank must send a copy of the draft action to BS& R's Enforcement
Section for processing and Board approval. If an institution’s management consents to an action, the
Board has delegated the authority to enter into aformal enforcement action to the General Counsel
with the concurrence of the Director of BS& R, although Reserve Banks may enter into written
agreements with the prior approval of both the Director of BS& R and the General Counsel. Board
staff may also present cases to the Committee on Supervisory and Regulatory Affairs or the Board for
review and approval depending on the issuesinvolved. If the institution's management does not
consent to the action, the action must be litigated in accordance with the provisions of the
Administrative Procedures Act, and the planned litigation is presented to the Board for review and
approval. Reserve Banks are responsible for monitoring compliance with the provisions of all
enforcement actions.

In addition to the general processing procedures discussed above, the System implemented the Fast
Track Criminal Referral Enforcement Program in April 1995. The program uses expedited
enforcement procedures to obtain consent orders of prohibition from banking officials and employees
under certain circumstances. The program covers cases involving reported |osses
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Figure 2
Board Entities Involved in Enforcement Activities
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greater than $25,000 but less than $100,000 which law enforcement agencies have declined to
prosecute and in which the individuals involved have signed a confession or otherwise admitted guilt.
The program may also seek restitution from the individual s through cease-and-desist orders.

Automation

Federal Reserve staff use avariety of information systems to track and monitor corrective supervisory
actions. For example, BS& R’ s Enforcement Section uses the Enforcement Action Tracking System
(EATYS) to track formal enforcement actions. EATS is a custom-built database application that helps
the Enforcement Section monitor the progress of actions through the Board's review process from the
time the actions are received from the Reserve Banks to the time they are sent back to the Reserve
Banks for execution. Accessto EATS islimited to the Enforcement Section's administrative staff.
EATS was designed to replace Cornerstone, the Enforcement Section's original enforcement action
tracking system. Because data conversion has not been completed, Enforcement Section staff
maintain Cornerstone in parallel with EATS.
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Other supervisory sectionsin BS& R and the Reserve Banks use the Supervisory Information System
(S1S) to support their bank supervisory responsibilities, including the processing of corrective
supervisory actions. SISis a database within the National Information Center (NIC) that maintains
supervisory, financia, regulatory, and administrative information gathered during examinations and
ingpections; a section of SIS is dedicated to maintaining enforcement information provided by the
Reserve Banks.* The Federal Reserve Examination Database (FRED) isalocal database used by the
Reserve Banks to maintain certain supervisory information downloaded daily from SIS. Because SIS
queries can be difficult to formulate, FRED was designed to allow nontechnical users, especially
managers, to access key supervisory data using point-and-click technology in a Windows
environment. Reserve Bank and Board staff use SIS'FRED in avariety of ways, including querying
enforcement information and generating management information reports. The National Examination
Database (NED) is the designated replacement for SIS and FRED. In addition to maintaining much
of the enforcement data now maintained by SIS, NED will provide additional datafields and alow
greater design flexibility. NED is scheduled to go into production in early 1998.

In addition to the systems discussed above, each Reserve Bank has its own enforcement tracking and
monitoring systems. These systems range from simple spreadsheets and word processing documents
to sophisticated database applications designed in-house. Some of these systems are maintained
independently of SISFRED; othersrely on downloaded SISFRED data. In general, the Reserve
Banks use these systems to track actions in process, monitor compliance after actions have been
issued, and generate management information reports.

Suspicious Activity Reports

Since the mid-1980s, banks have been required to file reports aerting regulators and law enforcement
personnel of possible criminal or suspicious activity affecting or conducted through their institutions.
Banks reported these activities by filing multiple copies of Crimina Referral Forms with their
respective federal regulators and law enforcement agencies. The Federal Reserve, along with the
other federal banking agencies and the U.S. Department of the Treasury's Financial Crimes
Enforcement Network (FinCEN), established new suspicious activity reporting rules and, on April 1,
1996, implemented a new suspicious activity reporting program. Banks must now file a new
Suspicious Activity Report (SAR), which replaces the System’s Criminal Referral Form, with
FinCEN, rather than with several federal departments and agencies. A new FINCEN SAR database is
accessible by each of the federal banking agencies and numerous federal and state bank regulatory
and law enforcement authorities. Supervisory personnel review SAR data to identify matters of
potentia concern such as large losses or internal control weaknesses at regulated ingtitutions, to
investigate inappropriate or unlawful activities, and to initiate appropriate enforcement actions.

OBJECTIVES, SCOPE, AND METHODOLOGY

“The NIC isacentral repository containing information about all U.S. banking organizations and their
domestic and foreign affiliates. It also contains information on foreign banking organizations located in the
U.S. The NIC isacomprehensive research and supervisory system for the monitoring and analysis of banking
organi zations and the banking industry as awhole.
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We conducted our fieldwork from February through June 1997. Our overall objective wasto
evaluate the economy and efficiency of the System's enforcement activities. Specifically, we wanted
to determine whether

— corrective supervisory actions could be processed more efficiently;

—  appropriate levels of resources are used to develop, process, track, and monitor corrective
supervisory actions;

— any duplication of effort exists between the Board and Reserve Banks; and

— opportunities exist to streamline the process or to reduce regulatory burden.

To accomplish these objectives, we reviewed the processing of corrective supervisory actions from
the time that the need for an action was identified through the time that the action was taken or
litigated and until the time that the action was terminated. We reviewed corrective supervisory
actions processed during 1995 and 1996 for foreign and domestic institutions and selected a
judgmental sample of sixty corrective supervisory actions initiated by six Reserve Banks. For each
of the actions selected, we reviewed Board and Reserve Bank files and discussed processing
procedures with System staff. We also reviewed Board and Reserve Bank policies, procedures, and
related documentation. As part of our review of SAR processing, we interviewed responsible
System staff and judgmentally sampled several SARs to document processing and follow-up
procedures. We aso met with officials from the Federal Deposit Insurance Corporation, the Office
of the Comptroller of the Currency, and the Office of Thrift Supervision to discuss general
processing procedures for corrective supervisory actions in those agencies.

In addition, we reviewed the resources required for developing, processing, tracking, and monitoring
supervisory actions, including automation resources and Board staffing and structure. We
interviewed individuals responsible for automated systems at the Board and Reserve Banks to
identify the information contained in each of the systems. We also obtained reports from the various
systems to assess the degree to which corrective supervisory actions are tracked. Although we
performed limited testing of the validity and reliability of the information contained in the various
automation systems, our tests identified data discrepancies as discussed in recommendation 1 (page
10). Wedid not assess the computer-based systems’ internal controls because thiswas not a
primary objective of the audit. Our audit was performed in accordance with generally accepted
government auditing standards.
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FINDINGS, CONCLUSIONS, AND RECOMMENDATIONS

Overal, we found that the System's processing of corrective supervisory actions was generaly
efficient, although the time it takes the System to process an action and the level of involvement by
Board and Reserve Bank staff vary widely, depending on the type of action being processed, the
type of entity subject to the action, the nature of the underlying supervisory problem, and the
willingness of the entity to consent to the action. Our review of sixty corrective supervisory actions
did not identify any systemic processing weaknesses or inefficiencies. We aso found that
cooperation between the Board and Reserve Bank staffs, and between various sections at the Board,
was generally effective and that the System can expedite processing if required to meet special
circumstances.

Notwithstanding its general efficiency in processing individual actions, we found that the System
lacks a management information system that provides accurate and comprehensive enforcement data
and consistent reporting Systemwide. The Board and Reserve Banks maintain a variety of
independent information systems for tracking, monitoring, and reporting enforcement actions which
we believe the Director of BS& R should éiminate in favor of a Systemwide management
information system that would efficiently provide accurate enforcement information to all
organizations involved in enforcement.

We aso found that additional opportunities exist to further improve processing efficiency, minimize
duplication of effort, and strengthen the controls over the enforcement function and associated
resources Systemwide. Specifically, we believe the Board should increase the Reserve Bank’s
authority to process certain corrective supervisory actions to streamline the process and reallocate
staffing levels accordingly. We aso believe the Director of BS& R should update enforcement
policy and guidance to make them more consistent and complete and define more clearly the
objectives of SAR processing.

The current enforcement process requires the participation of the Reserve Banks, BS&R’s
Enforcement Section, three other BS& R supervisory sections, C& CA, and the Legal Division’s
Litigation and Enforcement Section; none of the entities involved has compl ete responsibility for the
entire enforcement function. Our audit showed that lack of a central unit with responsibility for
coordinating the System’ s enforcement activities contributed to several of the problemswe
identified. We are not making any structural recommendations at thistime. The Director of BS&R
is aready taking action to reorganize the division. The reorganization, coupled with recent
Boardwide budget initiatives, provides a good opportunity for the Board to address enforcement
roles and responsibilities and to ensure that the division’s new structure encompasses all aspects of
the enforcement function, including determining resource requirements, establishing program
guidance, and providing program oversight.
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used by staff throughout BS& R for avariety of purposes. We observed that the supervisory action
section of the annual questionnaire is not compiled by BS& R’ s Enforcement Section but rather by
other staff in BS& R. These statistics are manually provided by the Reserve Banks that use
SIS'FRED and/or their own internally developed systems to generate the enforcement information.
BS& R's Enforcement Section does not use any of the supervisory action data produced by the
annua questionnaire. We believe the current procedures for collecting enforcement information
from multiple sourcesincrease the risk of reporting errors and represent an ineffective use of
automation resources.

Finaly, we noted inconsistencies and confusion regarding the input of data in information systems.
For example, according to the manual, Operating Assistance for the Supervisory Information
System, the "Date Action Started” is the day on which the Reserve Bank determinesthat a
supervisory action is necessary for an entity. We found that each of the Reserve Banks we visited
defines this date differently. For example, one Reserve Bank defines this date as the date an action
is discussed at the postexamination briefing, while another Reserve Bank definesit asthe date a
management Committee decides to go forward with an action. Asaresult, the "Date Action
Started” datafieldsin SIS are populated with inconsistent information, which could hamper data
analysis and reporting. We also noted there is confusion among the Reserve Banks as to how to
record enforcement actions that are input by multiple Reserve Banks in the SIS database. This
confusion has caused instances in which SIS records have been duplicated or miscoded. During our
review of EATS, we observed that many of the fields used to record significant dates in the Board's
enforcement action review process were empty. Asaresult, EATSsvalue as atracking tool is
diminished.

As described on page 7, NED is the designated replacement for SIS and FRED. We believe that the
development of NED provides an opportunity to establish a primary tracking and monitoring system
for al enforcement information. In addition to having the same Systemwide connectivity as
SIS'FRED, NED will improve tracking capabilities, allow greater design flexibility, and provide a
more user-friendly interface. Asthe primary enforcement information system, NED will also
enhance the Federal Reserve System's ability to analyze and report enforcement information.
Although NED should reflect the requirements of all users and be implemented with the intent of
eliminating duplicate systems, we recognize the Reserve Banks, the Enforcement Section, and other
involved BS& R sections may have certain additional tracking needs. These organizations can
download NED data into local tracking support applications if necessary, but to avoid data accuracy
problems, these customized applications should be driven by NED data that are updated regularly.

2. We recommend that the Board increase the Reserve Banks’ authority to process
certain corrective supervisory actions and reallocate staffing levels for entities involved
in enforcement activities accordingly.

Reserve Banks now process most informal supervisory actions without Board or Board staff
involvement. However, Supervisory Letter SR 92-24, “Informal Enforcement Actions Involving
Foreign Banking Organizations,” requires the Reserve Banks to submit al informal, aswell as
formal, supervisory actions against FBOs to the staff of BS& R’s Enforcement and I nternational
Supervision sections for review prior to presentation. According to staff, this policy has been
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modified for informal actions and only MOUSs are submitted. The Board or Board staff approves all
formal enforcement actions, athough follow-up and monitoring are Reserve Bank responsibilities.

Most Reserve Bank staff we talked to said that increased delegated authority would improve
processing efficiency. We found that the Reserve Banks aready complete much of the processing
for corrective supervisory actions-identifying problems, interacting with the institution, and drafting
the actions. We believe allowing the Reserve Banks to process a wider range of actions would place
agreater portion of the workload at alevel that has more flexibility to shift resources in response to
changes in the overall volume and nature of supervisory actions. This change would also alow
Board staff to focus on the most important cases.

One corrective supervisory action that we believe could be devolved to the Reserve Banks now
would beto allow them to process MOUs for FBOsiif the action is the result of an examination or
ingpection and involves only asingle entity. MOUSs resulting from home country concerns could still
be processed using current procedures until the System has greater experience with the new Foreign
Bank Supervision and Enforcement Act of 1991 (FBSEA) responsibilities. This change would
require updating SR 92-24.

In addition, we believe the Board should specifically review whether its rules on delegation for
organizations could be revised to allow Reserve Banks to enter into all formal enforcement actions
subject to the prior approval of the Director of BS& R and the Board's General Counsel. This
change would simplify existing delegation rules and establish consistency in the processing of formal
enforcement actions. We aso believe the Board should consider allowing Reserve Banks, on a case-
by-case basis, to approve certain formal actions (such as modifications and terminations to existing
written agreements) without Board or Board staff prior approval.

Once the decisions have been reached regarding the Reserve Banks processing authority, the Board
should evauate and appropriately adjust the current staffing levels related to enforcement activities
to ensure that appropriate staff resources are supporting the enforcement mission. The Board should
also consider reallocating staffing levels based on the declining volume of enforcement actions. We
found that the volume of formal enforcement actions declined from 295 actions in 1992 to 53 actions
in 1996. However, we noted that the authorized Enforcement Section staffing level, for example,
was the same in 1996 asin 1992. Although we recognize that staffing requirements are based on
factors other than the number of actions processed (e.g., the complexity of the underlying
supervisory problem), we believe the current BS& R reorganization and the ongoing Boardwide
budget initiatives give the Board an opportunity to ensure that staffing levels are reasonable and
properly alocated.
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3. We recommend that the Director of BS&R update, consolidate, and complete
enforcement policies, guidance, and procedures.

Enforcement policy and guidance can be found in various sources. Supervision and regulation
letters, administrative letters, and the Commercial Bank Examination Manual (CBEM) discuss
aspects of the enforcement process. The Enforcement Section has also developed a manual
containing procedures for Enforcement Section staff and examples of draft corrective supervisory
actions (the Procedures Manual). In addition, each of the six Reserve Banks we visited has
developed an internal policy and procedures manual. These sources, however, address only portions
of the overall enforcement process.

We found that policy and guidance is not complete, consistent, or up to date. For example, we
found only limited guidance concerning informal supervisory actions although these actions
represent the majority of actions taken by the System. The result isinconsistenciesin the way
different organizations within the System categorize informal actions. We also found that, although
the Enforcement Section's internal manual contains procedures for Enforcement Section staff, it does
not discuss responsibilities for staff in other Board divisions or the Reserve Banks. In addition,
although the Reserve Banks used the examples in the Procedures Manual as a guide for drafting
enforcement actions, Enforcement Section staff told us that the manual had not been updated for
more than two years. In our opinion, updating the examples would reduce editorial time spent by
Board staff.

In addition to updating and consolidating current policy and guidance, we found areas where policy
and guidance were lacking. Areas we believe require additional guidance are described below.

— Automation: Guidance should cover expectations and requirements for use of the new
management information system (NED), standard terminology, and common data el ements.

— SAR reviews. Guidance should cover expectations of the program and use of the FInCEN
data.

— Processing timeframes: BS& R could establish timeframes to enhance efficiency,
particularly if Reserve Banks are given additional processing authority. We observed that
Reserve Bank internal processing manuals generally included benchmark timeframes which
we believe could be incorporated with Board timeframes in Systemwide guidance to provide
genera standards for evaluating performance and identifying bottlenecks.

We believe that updating and consolidating policy and guidance will help generate consistency and
completeness and ensure that all aspects of the Board's enforcement program are covered. One way
to accomplish this would be to use the current Procedures Manual as a baseline and expand its focus
to include other entitiesin the System with enforcement responsibilities. Although each Reserve
Bank would still maintain an internal procedures manual to document District-unique procedures, a
central policy and procedures manual could incorporate best practices or lessons learned from across
the System. Another option would be to expand the CBEM’s section on formal corrective actions to
encompass a broader range of enforcement information.
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4. We recommend that the Director of BS&R update program objectives relating to SAR
data, revise staff responsibilities to eliminate duplication of effort, and issue guidance
to the Reserve Banks on the use of SAR information.

The implementation of the new SAR program represents a significant change in the way suspicious
activity isreported by financial institutions and accessed by regulators. Despite the effects of these
changes, we found that BS& R’ s Enforcement Section has not updated its program objectivesto
reflect the SAR program changes. We believe that the opportunities represented by the new database
system to retrieve, sort, and analyze data should be clearly defined for BS& R’s Enforcement Section,
especialy because SAR review represents one of only three overall objectives for the section. In
addition, we believe that the Director of BS& R should review the SAR program and establish
objectives for the Reserve Banks regarding access, retrieval, and follow-up of SAR information.

In addition to updating program objectives, we believe the director should review SAR processing
procedures because Board staff’s SAR database review and referral activities unnecessarily duplicate
Reserve Bank efforts. We observed that Board staff routinely scan the SAR database to identify
certain SARs that warrant some form of follow-up. These SARs include those which meet the
criteriafor the fast track program and those otherwise judged to be significant for their potential
effect on the safety and soundness of the financial ingtitution. Board staff sends these SARsto the
appropriate Reserve Bank for follow-up. But Reserve Bank staff also have direct access to the SAR
database, and all of the Banks we visited had devel oped procedures to identify SARs that meet the
same criteria used by Board staff. We believe Board interests would be better served by monitoring
Reserve Bank SAR review activities and pending SAR investigations.

We aso found that the Board has not issued formal guidance to the Reserve Banks on the use of the
SAR data beyond providing training materials focusing on how to access the SAR database. We
believe that SAR data provides Reserve Banks with a valuable tool to assist in planning risk-focused
examinations since the SAR database contains information that can aid bank supervisorsin assessing
the adequacy of bank internal controls and overall bank safety and soundness. The information also
provides data specific to individual enforcement and investigative efforts. However, lack of Board
guidance on the program'’s overall objectives, the minimum review and follow-up criteria, and when
or whether to refer aparticular SAR to examination staff have resulted in duplication of effort in
review activities and may result in some Reserve Banks devoting time and resources to SAR reviews
beyond the program’ s expected benefit.

Each of the six Reserve Banks we visited had developed different procedures for SAR review and
follow-up. Staff members at some Reserve Banks accessed the database as often as daily to identify
SARsfiled by regulated institutions, but staff at other locations accessed the database weekly, every
other week, and monthly to discover newly-filed SARS. At some Reserve Banks, staff members refer
every SAR filed to examination staff for their review, while at other Reserve Banks review criteria
have been established-such as a minimum dollar amount or whether a reported suspect is a bank
insder (i.e., abank employee, officer or director)-to identify SARs which require follow-up and
referral to safety and soundness staff. One Reserve Bank ssimply relies on the judgment of the staff
member scanning the database to determine if SAR follow-up and referral to examination staff are
needed. We aso observed that the Reserve Banks do not always document the results of follow-up
activities and analysis of the significance of a particular SAR filing, although when the Reserve Banks
were considering possible enforcement actions—for example, in potential fast track enforcement
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Appendix 1 - Definitions of Corrective Supervisory Actions

The Operating Assistance for the Supervisory Information System manual contains the following
definitions of corrective supervisory actions:

Informal Supervisory Actions

Board Resolution. A unilateral (single party) resolution adopted by the institution’s board of
directors at the request of aregulatory agency.

Commitment Letter. A request by the regulatory agency that the institution’s management or board
of directors sign aletter undertaking certain commitments to correct deficiencies in the institution.

Memorandum of Understanding. A bilateral (two party) agreement between a Federal and/or
State regulatory agency and an institution.

Other Informal Action. Other informal actionsinitiated by the Federal Reserve System, State
agencies, or other regulatory agencies to correct supervisory issues.

Formal Enforcement Actions

Capital Directive. A unilatera order for an ingtitution to increase its capita to agiven level.

Cease and Desist Order. An action issued by the Board of Governors either by consent or upon the
issuance of a Notice of Charges under Section 8(b) of the Federal Deposit Insurance Act (FDI Act).

Civil Money Penalties. Monetary assessments for violations of law or regulation, failure to comply
with formal enforcement actions, or engaging in unsafe and unsound practices or breach of fiduciary
duty.

Order of Investigation. Investigation authorized by the Board of Governors pursuant to 12 USC
1818(n) and 1820(c) and 12 CFR(b)(12) designating representatives of the Board of Governorsto
gather evidence and information, to administer oaths and affirmations, to take or cause to be taken
depositions, and to issue, revoke, or modify subpoenas.

Other Formal Action. Other formal action enforceable in a court of law.

Prompt Corrective Action. Action initiated under Section 38 of the FDI Act to increase an
ingtitution’s capital and implement legidated operating restrictions on the ingtitution.

Appendix 1 - Definitions of Corrective Supervisory Actions (continued)
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Prohibition Order. Action initiated under Section 8(e) of the FDI Act to prohibit the institution-
affiliated party from participating in the business of banking.

Temporary Cease and Desist Order. Unilateral action issued under the authority of Section 8(c) of
the FDI Act.

Temporary Suspension Order. Action initiated under Section 8(€)(3) of the FDI Act to
temporarily suspend an institution-affiliated party from participating in the affairs of a depository
ingtitution.

Written Agreement. Formal action issued by the Federal Reserve System and enforceable under
section 8(b) of the FDI Act.
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Appendix 2 - Legal Division’s Comments
September 5, 1997
TO: Office of Inspector Genera SUBJECT:  Draft Report on the
Federal Reserve System's
Enforcement Activities (A9613)
FROM: Legal Division
(Messrs. Mattingly &
Ashton)

Thisisin response to your request for comments on the draft Report on the Federal Reserve
System's Enforcement Activities (A9613).

The bulk of the findings and recommendations in the draft report do not directly affect the
Lega Division, so we are not in aposition to comment on these matters. We have limited comments
on two issues concerning the second recommendation in the draft report, which addresses increased
delegation of authority to the Federal Reserve Banks to process certain supervisory actions.

One of the recommendations on delegation is that, for simplification and consistency
purposes, the Board should specifically review whether its rules on delegation of authority for
supervisory actions against domestic organizations should be revised to allow Reserve Banks to enter
into all formal actions, subject to the approval of Board staff. Currently, the delegation rules
authorize the Reserve Banks, with the approval of Board staff, to enter into consent written
agreements, and authorize Board staff to approve, on behalf of the Board, consent cease and desist
orders.

The fact that the Board signs a cease and desist order and the Reserve Bank signs awritten

agreement isthe only real distinction between the two kinds of actions. Both actions
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Appendix 2 - Legal Division’s Comments (continued)

have the same binding effect on the individua or ingtitution and are equally enforceable. Although, as
the draft report correctly notes, whether the Board or the Reserve Bank signs the action appearsto be
just aformality, our experience shows that in practice this distinction can serve a useful purpose.
This s because the issuance of a cease and desist order by the Board against an ingtitution or
individual, as opposed to a written agreement entered into by a Reserve Bank, is understood by the
industry to represent a more serious sanction, even though the actual provisions of the cease and
desist order may be no more stringent that what is ordinarily found in the typical written agreement.
The existence of this perception gives the Board an additiona enforcement tool. If we want to signal
to the ingtitution or to the industry generally that certain misconduct is viewed more serioudy by the
Board, we can require the ingtitution or individual consent to an order directly with the Board, as
opposed to an action where the Reserve Bank is the party.

Allowing the Reserve Banks to be the signatories of cease and desist orders aswell as
written agreements would all but eliminate the distinction between the two actions. Thus, although
we cannot dispute that the change in the del egation rules recommended in the draft report would
facilitate uniformity and simplification, maintaining the current delegation provisions on cease and
desist orders would help to preserve an additiona enforcement tool and to afford greater flexibility to
dealing with problem situations.

Another recommendation in the draft report is that the Board should consider amending the
delegation rules to alow the Reserve Banks, on a case by case basis, to approve certain formal

actions, such as modifications and terminations of existing written agreements, without

Appendix 2 - Legal Division’s Comments (continued)
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Appendix 2 - Legal Division’s Comments (continued)

approva of Board staff or the Board. The report does not recommend that existing delegation rules
be changed so that Reserve Banks would be authorized to approve issuance of new written
agreements.

We agree that this recommendation could be implemented for some types of formal actions.
Many, if not most, written agreements primarily address safety and soundness problems, such as
inadequate capital or lack of controls, and not violations of law or regulations. With regard to
termination of existing written agreements, our current practice in reviewing Reserve Bank
recommendations is, where the written agreement is limited to safety and soundness issues, to defer
almost completely to the views of the particular Reserve Bank on the advisability of continuing the
action. Thus, alowing the Reserve Bank to terminate these kinds of agreements without obtaining
approva at the Board level would save some Board resources and would not change the outcome
recommended by the Reserve Bank.

With regard to modifications of existing written agreements, if new substantive provisions are
going to be added to an existing agreement, the modification would be equivalent to issuing a new
agreement, at least to the extent of the new provisions, so that there should be Board approval. On
the other hand, if the modification is to eiminate part, but not al, of the provisions of an existing
written agreement that concern safety and soundness issues, then the existing Board approval

requirement could be eliminated for the reasons stated above.

(A9613) 22



Appendix 3 - Division of Banking Supervision & Regulation’s Comments

BoarD oF GovERNORS OF THE FEDERAL RESERVE SYSTEM

MEMO

DATE: Cct ober 8, 1997
To: Barry R Snyder
From: M. Spillenkot hen

Susiect:  Draft Report on the Federal Reserve Systenis Enforcenent
Activities

Thank you for the opportunity to review the draft Report
on the Federal Reserve Systenis Enforcenment Activities. Below, we
provi de sone general comments on the draft report's findings and
recomrendati ons, then provide some background information
concerni ng the Federal Reserve's enforcenent activities that is
essential to an analysis of the draft report, and, finally,
respond to the report's four recomrendati ons.

General Comments

As described in the draft report, the purpose of the
I nspector General's audit was to eval uate the econony and
efficiency of the System s enforcenent activities. Gven the
hi ghly judgnental nature of enforcenent activities, the Inspector
General staff's focus on the processing of enforcenent actions and
steps that can be taken to inprove efficiencies in this area,
rat her than on whether the proper action was taken, was
appropri ate.

Wth regard to the processing of enforcement actions, we
are pleased to learn that your review showed that the Systenis
processi ng of individual enforcement actions was generally
efficient, that the cooperation between Board and Federal Reserve
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Bank staffs was generally effective, and that the System can
expedi te processing when required to neet special circunstances.
These findings are based on an extensive review of 60 enforcenent
actions taken over a two-year period, involving six Federa

Reserve Banks.® W are equally gratified that the I nspector
General staff's review of the 60 actions did not identify any
system ¢ processi ng weaknesses or inefficiencies, and, in
particular, did not report any instance where applicable |aws were
not conplied with fully or required procedures were not followed.

In addition to the favorable findings about the processing of
enforcenment actions taken by the Federal Reserve, which are the
results of the efforts of the Division of Banking Supervision and
Regul ati on, the Legal Division, and the Federal Reserve Banks (and
at times the Division of Consunmer and Conmunity Affairs), the
staff of the Inspector Ceneral noted sone areas where efficiencies
can be inproved. These related to databases, manuals, and
suspi cious activity reporting. VWhile it is inportant to recognize
that the draft report did not identify any negative effects on any
of the 60 enforcenent actions it reviewed resulting fromthe cited
probl enms, we understand that sonme inprovenents to the enforcenent
process can be made. To this end, we have considered the
recomrendations in the draft report and have inplemented or are in
t he process of inplenenting nost of them as described in the part
of this nmenorandumentitled "Responses to Recomrmendati ons”.

First, however, we describe bel ow sone inportant background
information regarding the Federal Reserve's enforcenent
activities.

Background

As you and the nmenbers of the Inspector General's review team
are aware, the Federal Reserve undertakes various types of
enforcement actions to address problemsituations that range from
m nor safety and soundness matters and single |law or regul ation
violations to extrenmely serious instances of pervasive
nonconpliance with basic safe and sound operating standards and
the corruption of the bank exam nation process. Enforcenment
actions are supervisory tools used by the staffs of the Federa
Reserve Banks and Board and can be informal in nature and not
| egal |y binding (such as nmenoranduns of understandi ng and board
resol uti ons executed or adopted by or at the request of Federa
Reserve Banks), or formal and legally enforceable. Generally,

The cases ranged fromthe term nation of a foreign banking
organi zation's activities in the United States and sone
significant civil noney penalty assessment actions to routine
i nformal enforcenment actions involving nmenoranduns of
under st andi ng agai nst smal | banki ng organi zati ons.
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i nformal enforcenment actions are handled entirely by the staffs of
t he Federal Reserve Banks, with Board staff providing input only
when requested. Formal enforcenent actions, such as cease and
desi st orders, civil noney penalty assessnent orders, and

prohi bition orders, are processed jointly by the staffs of the
Board's Division of Banking Supervision and Regul ation's

Enf or cenent Section and Legal Division, based npbst often on
recommendati ons submtted by the Federal Reserve Banks.
Cenerally, formal actions are undertaken for various purposes
rangi ng fromensuring that appropriate corrective actions are

t aken by banki ng organi zations to penalizing wongdoers or
permanently barring individuals fromthe U S. banking industry.

Probl em situations differ, and the staffs of the Federa
Reserve Banks and the Board use their judgnent, sonetines
augnent ed by gui dance provided by the Board or an oversi ght
Committee, to determ ne when to use the various supervisory tools
avail able to them \Wen decisions are nmade to undertake an
enforcement action, the staffs of the Federal Reserve Banks and
the Board follow various, and sonetines different, procedures to
process the action dependi ng on whether the action is informal or
formal, and the purpose of the enforcenment action (e.g.,
corrective or punitive). Depending on the type of enforcenent
activity, the procedures are purposefully sinple, such as when
i nformal enforcenment actions are contenplated to ensure, for
exanpl e, the pronpt adoption of a necessary board resolution while
a bank exam nation is in progress. They are nore conpl ex and
formal, especially where a legally binding--and potentially
contested--formal enforcement action (such as an order barring an
i ndi vidual fromthe banking industry or fining a major financia
institution) is being proposed. The procedures are at tines
mandat ed by federal |law, are often required by regul ations issued
by the Board, and are always undertaken in conformance with
i nt eragency policies adopted as the result of actions by the
Federal Financial Institutions Exam nation Council, and with
| ongst andi ng i nternal Federal Reserve processing guidelines.

In 1966, the Board and the other federal banking agencies
were authorized to use formal enforcenent actions to address,
inter alia, violations of |aw, unsafe or unsound practices and
breaches of fiduciary duty. Since 1966, the Board issued or
executed, directly or through del egated authority, approxi mately
1,500 orders and witten agreenments; over the same period, the
Federal Reserve Banks conpleted nore than 1,800 i nfornal
enforcement actions. Over the past 30 years, very few Federa
Reserve enforcenent-related matters had to be contested in
adm ni strative hearings (11 hearings), and few orders were
chall enged in federal court (10 federal district court or U S
court of appeals cases). The Federal Reserve has basically

Appendix 3 - Division of Banking Supervision & Regulation’s Comments
(continued)
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prevailed in every adm nistrative hearing, and, with one exception
in 1986, has had its orders upheld in every federal court
chal l enge to a Federal Reserve enforcenment action involving a
banki ng organi zation within the agency's jurisdiction. By any
standard, for 30 years, the Federal Reserve has been successful in
putting into place appropriate enforcenent actions, in timely
fashi on, through the cooperative efforts of the staffs of the
Federal Reserve Banks and the Board, and often with the assistance
and col | aboration of representatives of state bank regul atory

aut horities.

Responses to Recommendations

Recommendation 1: W recommend that the Director of BS&R
[ Di vi si on of Banking Supervision and Regul ation] elimnate
redundant tracking systens to pronote data accuracy,
reporting efficiency, and data consistency.

The staff of the Inspector General conducted a review of the
Federal Reserve databases that contain information concerning
enforcenment actions, and found sone inconsistencies related to
bank exam nation and enforcenent-related information. |In essence,
I nspector Ceneral staff found the follow ng three probl ens
associ ated with automated dat abases, and data coll ection and
reporting: (1) the inconsistent tabulation of the nunber of
conpl eted informal enforcenent actions; (2) the |ack of
i ntegration between the database mai ntai ned by the Enforcenent
Section and SIS/ FRED; and (3) inconsistencies with regard to sone
non- essenti al bank supervision-related information in SIS/ FRED

We agree that there have been discrepancies in data relating
to some aspects of enforcenment activities, and each of the
foregoing three matters will be rectified as described bel ow

Turning to the first of the three noted deficiencies
concerning the annual count of the nunber of conpleted inform
enforcement actions, Inspector General staff found that the
Federal Reserve Banks maintain information about their conpleted
i nformal enforcenment actions in SIS/ FRED (and in the near future
in NED), and that the staff of the Enforcenent Section surveys
each of the Federal Reserve Banks once a year to determ ne the
nunber of conpleted informal enforcenment actions in order to
conplete a part of the Board' s annual report to Congress, rather
than relying on SIS/ FRED data. In the past, the nunbers of
conpl eted informal enforcenent actions generated by SIS/ FRED were
different than the survey results. There should, of course, be
one consi stent nechanismto count and report the nunber of
conpl eted informal enforcenent actions. As the staff of the
Di vi si on of Banki ng Supervision and Regul ati on advi sed | nspect or
General staff during the course of its programreview, starting

with the Board's annual report submitted to Congress in 1998
covering enforcenment activities in 1997, the staff of the
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Di vision's Enforcenent Section will henceforth rely on SIS/ FRED
(and subsequently NED) data relating to the nunber of conpleted
i nformal enforcenment actions taken by the Federal Reserve Banks
for year-end annual report purposes.

The second deficiency relates to the |ack of integration
bet ween the Enforcenent Section's database, which maintains
information relating to the formal enforcenent actions undertaken
by the Federal Reserve, and SIS/ FRED, which nmaintains bank
supervision-rel ated information regarding all of the various
banki ng organi zati ons supervi sed by the Board and includes as an
ancillary matter information regarding informal and fornal
enforcement actions. Because of this lack of integration of data
bet ween the two systens, |Inspector General staff found that sone
categories of informati on may not be consistent. Wile the
specific data categories are not identified in the draft report,
we can nonet hel ess agree that, to the extent that automation
processes permt the electronic integration of information
concerning formal enforcenment actions, our staffs should explore
wi th Board and Federal Reserve Bank staff responsible for the
devel opnment and i nplenmentation of NED, including staff fromthe
Di vi sion's new Supervisory Information Technol ogy Section, the
integration of the two automated dat abases.

The third problemidentified by the staff of the Inspector
General concerns certain data inconsistencies relating to bank
supervision-related information within SIS/ FRED. After review ng
the draft report's findings, we agree that there appears to be
sonme i nconsistencies; they are mnor and can be corrected.

Recommendation 2: W recommend that the Board increase the
Reserve Bank's authority to process certain corrective
supervi sory actions and reallocate staffing |levels for
entities involved in enforcenent activities accordingly.

This is the nost critical of the many areas of the Federa
Reserve's enforcenment activities reviewed by Inspector Genera
staff.

I nspector Ceneral staff correctly describes the genera
nature of the roles of the staffs of the Board and the Federa
Reserve Banks in the enforcenent action process. The Federa
Reserve Banks are practically solely responsible for determ ning
whet her an informal enforcenent action such as a nmenorandum of
understanding i s needed and t hen devel oping the paraneters of the
action and getting it put into place through neetings and

Appendix 3 - Division of Banking Supervision & Regulation’s Comments
(continued)

di scussions with the managenment and directors of banking
organi zati ons they oversee. Because informal enforcenent actions
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are not legally binding and pose little or no risk to the Federa
Reserve, Board staff plays alnost no role with respect to the
initiation, conpletion, or nmonitoring of any informal actions,
with one exception relating to foreign banking organi zations. The
policies and procedures relating to the processing of informal
enforcenment actions are established by each of the Federal Reserve
Banks and, with the exception of mandatory i nteragency
notification procedures, Board staff has traditionally not
overseen the Federal Reserve Banks' activities in this area.

Wth regard to formal enforcenent actions such as cease and
desi st orders and prohibition orders, Enforcenent Section and
Legal Division staffs always work together along with the staffs
of the Federal Reserve Banks. Often, Board staff works with
representatives of the Board' s Division of Consunmer and Conmunity
Affairs in the event that a formal enforcement action involving
viol ati ons of consumer protection statutes and regulations is
proposed, and with state bank supervisory authorities if the
action involves a state chartered banking organi zati on, such as a
state nenber bank or branch or agency of a foreign bank. Fornma
enforcement actions are legally binding and may be contested in
adm ni strative proceedings or federal court. They are al so nade
public by |law and, thus, subject to scrutiny by the banking
i ndustry, nedia, Congress, General Accounting Ofice, and public.
For these reasons, policies and procedures relating to the
processing of formal enforcenent actions have been established by
Board staff, and Board staff is intimately involved with the
processi ng and oversi ght of such actions.

Inits draft report, Inspector Ceneral staff makes severa
recommendat i ons regardi ng how t he Federal Reserve Banks' roles can
be expanded with regard to informal and formal enforcenent
actions. W have considered the recommendati ons and w ||
i mpl enent sone aspects of them as described bel ow

First, Inspector General staff points out that, unlike
i nformal enforcenment actions involving donmestic banking
organi zati ons, the Federal Reserve Banks are not authorized to
finalize informal enforcenent actions relating to foreign banking
organi zati ons without the prior review and approval of the staff
of the Division of Banking Supervision and Regul ati on pursuant to
a policy established by the Division in SR 92-24. Basically, this
policy decision by the International Supervision staff of the
Di vi sion was made at the inception of the foreign bank supervision
program (FBO Program in order to ensure that supervisory actions
agai nst foreign banking organi zations operating in the United
States are consistent throughout the Federal Reserve System and
properly coordinated with state bank regulatory authorities. A
policy decision was nmade by the Director of the Division of
Banki ng Supervision and Regul ation to require all followup
supervi sory actions involving foreign banking entities subject to
the FBO Programto be overseen by senior Division staff prior to
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their presentation to any U S. branch or agency, or overseas
banki ng organi zation operating a U S. office.

As the staffs of the Board and the Federal Reserve Banks gain
addi tional experience with supervising foreign banking
organi zati ons under the FBO Program it is expected that changes
will be made to the program It is possible that one change will
be to delegate to the Federal Reserve Banks the authority to
undertake a follow up corrective action against a U S. branch or
agency of a foreign bank, or against the parent foreign banking
organi zation itself along with its U S. offices. However, in our
view, it is premature to consider such a nodification to the FBO
Programuntil we are sure that the program has been inpl enented on
a consistent basis throughout the Federal Reserve System

Anot her aspect of this Inspector General staff recommendation
i nvol ves the suggested review of the Board' s rules regarding the
del egation of authority. In this regard, Inspector General staff
has found room for inprovenents based on the fact that the current
del egation rules concerning formal enforcenent actions run, in
some cases, to the Board's Ceneral Counsel and, in others, to the
Federal Reserve Banks. \While consistency may be desirable, it is
our experience that there has been no confusion about the |ega
requi rements set forth in the Board' s regul ations and no | ack of
consi stency warranting the nodification of the Board' s del egation
rul es. Nonethel ess, because |Inspector General staff believes that
it is inportant that an effort be nade by Board staff to re-wite
the Board' s del egation regulations and to ask the Board to
consi der the anmendnment of its existing delegation rules, we wl|l
work with our colleagues in the Legal Division to evaluate the
Board's existing del egation of authority rules.

I nspector Ceneral staff also makes a recommendati on regarding
t he del egation to the Federal Reserve Banks of some mnor, and
i nfrequent, aspects of the Board's enforcenent activities--the
nodi fication and term nation of witten agreenents. The
nodi fication of a witten agreenent is an activity that occurs
per haps once every three or four years, and requires mnimal staff
resources (approximtely an hour or two at nost). Because a
proposal to nodify a witten agreenment submtted by a Federa
Reserve Bank involves the nodification of a |egally binding
enforcement action, we believe that the staffs of the Enforcenent
Section and Legal Division need to continue to be involved with
the review and approval process. Continuing to require this
oversight is not burdensone to the staffs of the Federal Reserve
Banks or the Board. On the other hand, the tine may be right to
consider the delegation to the Federal Reserve Banks of the
term nation of outstanding formal enforcenent actions involving
banki ng organi zations (after consultation with Board staff), and
we will work with the Legal Division to address this aspect of the
recomrendat i on.
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Recommendation 3: W recomrend that the Director of BS&R

[ Di vi si on of Banking Supervision and Regul ati on] update,
consolidate, and conplete enforcenent policies, guidance, and
procedur es.

I nspector Ceneral staff basically addressed the two witten
"manual s" pertinent to the Federal Reserve's enforcenment process--
t he Enforcenent Section's internal procedures manual and a form
book of useful exanples of provisions used in routine corrective
actions (referred to by Inspector General staff as the "Procedures
Manual "). The Enforcenent Section's internal procedures manual is
used to assist Division staff in the processing of forma
enforcement action recommendations and in other aspects of their
functions, such as the preparation of interagency notification
letters that are the sole responsibility of Board staff, and the
preparation and distribution of press rel eases, again the
responsibility of Board staff. The form book prepared by the
Enf or cenent Section about three years ago contains all of the
necessary form provisions relating to standard corrective actions.
VWhile it is three years old, the current form provisions are stil
very much acceptable to the staff of the Enforcenent Section.
However, consistent with the Inspector General staff's
recomrendation, we will work with the staff of the Legal Division
and Federal Reserve Bank representatives to eval uate updating the
form book and including additional enforcement action-related
gui dance in the book, such as gui dance concerni ng autonated
dat abases, the review of Suspicious Activity Reports, and tine
frames for processing enforcenent actions.

Recommendati on 4: W recomrend that the Director of BS&R
[ Di vi si on of Banki ng Supervision and Regul ati on] update
program obj ectives relating to SAR [ Suspi cious Activity
Report] data, revise staff responsibilities to elimnate
duplication of effort, and issue guidance to the Reserve
Banks on the use of SAR information.

Division staff is inplenenting two of the three parts of this
recomrendation. Wth respect to the issuance of guidance to the
Federal Reserve Banks concerning the new SAR dat abase, Division
staff had already identified the utility of providing instructions
regardi ng the use of the database by bank exam ners for pre-
exam nation scopi ng purposes and were including a new section
covering the matter in the soon to be rel eased new Bank Secrecy
Act Exam nation Manual at the tine of the programreview The new
BSA Manual has been conpleted and is currently being printed;
thus, this aspect of the recommendati on has been fully
i npl emented. Likew se, after the staff of the Inspector Genera
poi nted out to the Enforcenent Section staff during the course of
the programreview that it had not updated its program objectives
(i.e., the mssion statenent) to recogni ze the inplenmentation of
t he new SAR dat abase, and the elimnation of the old crimna
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referral form we agreed to update the program objectives
statenment in conformity with this recormmendation. |In connection
with the Division's recent reorgani zation, the Enforcenent
Section's mssion statement was updated. Wth regard to the third
aspect of this recommendation, which relates to the
responsibilities of the Enforcenment Section's Enforcenent

Assi stant, we have reviewed the matter and, as described bel ow,
find that no reallocation of staff resources is appropriate at the
present tine.

Some background i nformation about the new SAR process is
hel pful to an understanding of this recomendati on and the
comrent s about the process contained in the draft report.

In April 1985, the Federal Reserve along with the other
federal financial institutions supervisory agencies began to
requi re the banki ng organi zati ons they supervised to report known
or suspected crimnal |law violations to federal |aw enforcenent
authorities and to the banking agencies by using crimnal referra
forns. Each of the banking agencies adopted its own version of a
crimnal referral form and required banks and other financia
institutions to file copies of the formw th several |aw
enf orcement agenci es and regul ators, depending on the nature of
t he suspected of fense.

Cont enpor aneous with the devel opnent of the crimnal referra
form the banking agencies started to work anobngst thensel ves, and
then with the FBI, on a central database that could coll ect
i nformation about crimnal referrals for background check
pur poses. Pending the conpletion of a central repository, each of
t he federal banking agencies agreed to maintain an interna
conmputer systemto track the crimnal referrals relating to the
banki ng organi zations that they supervised and to share pertinent
i nformati on when requested. At the request of the Departnent of
Justice, each of the banking agencies also agreed to review
certain categories of crimnal referrals and submt themto the
Fraud Section of the Department of Justice's Crimnal Division in
Washington, D.C. in order to assist Justice's oversight
responsibilities. These types of referrals, which were given the
name "significant" by Justice, related to offenses involving nore
t han $200, 000, a senior official, or system c issues, and were
physically sent by Enforcenent Section staff to the Fraud Section
for inclusion in that agency's significant crimnal referra
dat abase. ?

*The mai ntenance of a significant crininal referral database by
the Fraud Section of Justice's Crimnal Division was a nechani sm
for that office to keep track of the bank fraud-rel ated
activities of the U S. Attorney's Ofices. There are 94 U S.
Attorney's Ofices in the United States. Each is headed by a
U S. Attorney who is appointed by the President. The operations

(continued...)
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From 1985 to April 1996, the staff of the Enforcenent Section
processed the thousands of crimnal referral forns received from
state nenber banks, bank hol di ng conpani es, and nonbank
subsi di ari es of bank hol ding conpanies, and the U S. branches and
agenci es of foreign banks. The processing included manually
inputting information into a custom zed database by two nenbers of
the staff of the Enforcenent Section and the forwarding of
hundreds of "significant” crimnal referral forns to Justice.?

After many years of work with our colleagues at the other
federal banking agencies and in the | aw enforcenment comunity, an
entirely new crimnal referral process was devel oped and put on
l[ine in April 1996. The new process involved the use of a
Suspi cious Activity Report (basically a new version of the prior
crimnal referral form and a central conputer database maintained
by the Internal Revenue Service on behalf of Treasury's Financia
Crimes Enforcenment Network (FinCEN), the Federal Reserve and the
ot her federal banking agencies. Banking organi zations are now
required to submt one formto one place in order to conply with
their federal crimnal referral and suspicious transaction
reporting requirenments. The new SAR dat abase receives all
crimnal referrals on the new form and provides a nechanismto
del i ver SAR data through computer nodens or direct downl oads to
all federal |aw enforcenment agencies responsible for investigating
and prosecuting crimnal offenses involving banking organi zations
(such as the FBI, U S. Secret Service, Custons, and U.S.
Attorney's Ofices).* The SAR database is nothing nore than a

(...continued)

of the 94 U S. Attorney's O fices are overseen by the Departnent
of Justice, through its various divisions. Very nuch |like the
Board and its relationships with the Federal Reserve Banks, the
U S Attorney's Ofices generally operate independently with
regard to the types of cases that they investigate and prosecute;
but, they are subject to budget and policy oversight by the
Departnment of Justice. For exanple, when bank fraud was the
nunber one priority for Justice, the U S. Attorney's Ofices were
provided with additional funds by Justice to hire new prosecutors
to handl e bank fraud cases; when, as a shift in policy, health
care fraud becane the first priority, those resources were

redepl oyed to investigate and prosecute health care fraud.

]In 1995, Enforcenent Section staff, for exanple, inputted
informati on from about 12,000 crinnal referral forns into the

dat abase.

‘Wth the inplenentation of the SAR database, which can be
directly accessed by Justice's Fraud Section, the staffs of the
Board and the other federal banking agencies were relieved of

(continued...)
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substitute for the old paper copies of the crimnal referral form
The SAR dat abase mai ntains SAR data el ectronically and allows the
| aw enf orcenent conmunity to review the data at conmputer stations,
rat her than reading hard copies of forms; and, as an ancillary
benefit, it significantly sinplifies and reduces banking

organi zati ons' reporting burdens.

The SAR dat abase was not devel oped to be an anal ytical too
to focus | aw enforcenment resources or identify trends in crimna
of fenses i nvol ving banki ng organi zations. It is not a high tech,
rel ati onal database capabl e of correlating diverse bits of
information from SARs to produce cogent anal yses of bank cri nes.
In essence, the SAR database is basically a delivery systemthat
is capable of handling only rudi mentary data searches, such as
routi ne background checks (i.e., to determne if a SAR was filed
on a certain individual). Over the past year, considerable
efforts were undertaken by the staffs of the Board, the four other
banki ng agenci es, and Fi nCEN (the agenci es who own and are
responsi bl e for the database) to explore the possibility of
expandi ng the anal ytical capabilities of the SAR database. W
found that with the expenditure of several hundred thousand
dollars it is possible that the rudi mentary SAR dat abase can be
transforned into a nore sophisticated anal ytical tool. However,
the OCC refused to consider the funding of an upgrade of the IRS s
conmput er system that houses the SAR database, and FDI C and OTS
staff advised us that their agencies faced funding issues due to
t heir downsizing efforts. Notw thstanding the positions taken by
the OCC, FDIC, and OIS staffs and because the staff of the
I nspector Ceneral expresses the viewin the draft report that the
SAR dat abase coul d be used by Board and the Federal Reserve Bank
staffs for bank supervisory purposes, we will continue to work
with our colleagues at the other federal banking agencies and
FINnCEN to try to upgrade the capabilities of the SAR dat abase and
to see if useful bank supervision-related information can be
obt ai ned through nore sophisticated anal ysis of SAR data.

Also with regard to the comments in the draft report about
the use of the SAR database to identify safety and soundness
i ssues associated with particul ar banking organi zations, it should
be pointed out that for the past 11 years (between 1985 and Apri
1996) a review of the paper copies of crimnal referral forns
filed by state nenber banks and other financial institutions
supervi sed by the Federal Reserve could not be used to identify
any particular internal deficiencies or significant safety or

(...continued)

their responsibilities to cull out "significant" referrals and
send them by mail to Justice. Thus, the concept of a
"significant” crimnal referral expired with the start-up of the

SAR dat abase.
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soundness concerns.® Likew se, a review of SARs in the SAR

dat abase (nerely an electronic substitute for the review of paper
forns) cannot help in the identification of deficiencies at
particul ar banki ng organi zations. Every |arge banking

organi zation in this country files many hundreds of SARs every
year (sometinmes 5,000 or nore); this does not nean that their
controls are weak or there are vulnerabilities that need to be
addressed or investigated. Tellers sinply steal noney, borrowers
submt false information, customers attenpt to structure
transactions to avoid currency reporting requirenents, and

i ndi vi dual s pass bad checks. The fact that this happens hundreds
of times at sone banki ng organi zati ons neither indicates that
there are serious internal control deficiencies, nor denonstrates
that the bank is operating in an unsafe or unsound manner, is in
i mm nent danger of failing, or is suffering some other problem
warranting supervisory action.

The final matter to be discussed in connection with this
recomrendation is the Inspector General staff's finding that the
wor k of a menber of the staff of the Enforcement Section, the
Enf orcenent Assistant, duplicates the efforts that the Federa
Reserve Banks take to review SARs and that the resources of the
Di vi si on of Banki ng Supervision and Regul ati on shoul d be adj usted
to address this redundancy. In response to this recomrendati on,
we have carefully reviewed the activities of the Enforcenent
Assi stant and concl uded that she plays an inportant role in the
Federal Reserve's efforts to identify activities warranting
attention by enforcenment officials. The Enforcenent Assistant
reviews SARs in the SAR database on a daily basis, anong her ot her
duties and responsibilities, in order to identify for the
managenent of the Enforcement and Special |nvestigations Sections
any SARs relating to senior insiders or involving unusually |arge
potential |osses. Wile each Federal Reserve Bank al so revi ews
SARs invol ving banking organi zations in its District, we believe
t hat the back-up provided by the Enforcenment Assistant is
essenti al because she provides consistency within the Federa
Reserve System due to her ability to evaluate the inportance of
certain suspicious activities and to conmpare w ongdoi ng across a
br oader spectrum of financial institutions supervised by the
Federal Reserve, rather than fromthe perspective of one Federa
Reserve Bank. Moreover, on account of the Enforcenent Assistant's
daily reviews of the SAR database, staff is able to review very
promptly any noteworthy SARs she identified and, with Board staff's
hi gh | evel of experience and expertise (which in npst cases is
significantly greater than exists at the Federal Reserve Banks), we
can react quickly where necessary.

*Wth the possible exception of the Daiwa and BCCl matters, the
staff of the Enforcenent Section has never seen a crimna
referral formor SAR that reported a suspected or known federa
crimnal law violation that had a material effect on the report-
ing institution or that described an incident that potentially

had systemic inmplications for the U S. banking system
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Other Matters

The draft report includes sone commentary regardi ng the
Di vi si on of Banki ng Supervision and Regul ation's then proposed
reorgani zati on plan; however, none of the four recomendati ons nade
by the staff of the Inspector General in its draft report
i ncl uded any specific suggestions or directions concerning
managenent or structural changes. Rather, the draft report
i ncl uded the coment that the Division of Banking Supervision and
Regul ati on's reorgani zati on proposal should provide the Board with
an opportunity to "address enforcement-related roles and
responsibilities and ensure that the [D]ivision's new structure
enconpasses all aspects of the enforcenent function, including
determ ni ng resource requirenments, establishing program gui dance,
and providing program oversi ght (enphasis added)".

The Division's reorgani zation plan was approved by the Board
on Septenber 15, 1997. During the course of our devel opnent of the
appropriate structure needed for the Division to carry out its bank
supervi sory responsibilities and our discussions about re-
structuring with the nenbers of our Division's bank supervision
oversight committee and other Board menbers, we believed that our
Di vision's reorgani zati on woul d provide a franmework for inproving
coordi nati on and comruni cations within the Division. The
consolidation of policy-related matters under one senior officer,
donestic and foreign supervision under another senior officer, and
applications and enforcenent-related matters under a third was
designed to inprove the allocation of resources and hel p produce
i nportant synergies. In our reorganization plan, we sought to
ensure that the senior managenent and staff of the Enforcenent
Section--working closely with the officials and staffs of the
Di vision's new policy and supervision sections--continues to play a
crucial coordination role in the devel opnent, review, approval, and
i npl ement ati on of enforcenment actions. Division managenment took
this action in recognition of the fact that enforcement activities
are collaborative efforts undertaken collectively by the Federa
Reserve Banks, several conponents of the Board's staff, including
the Legal Division and the Division of Consuner and Comunity
Affairs, and, in many instances, state bank supervisory
aut horities.

cc: M. Schenering
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> Nancy Perkins, Senior Auditor and Auditor-in-Charge
> William Mitchell, Auditor

> Michagl Green, Senior Auditor

> David McCue, Auditor

> Gail Pinkepank, Senior Auditor

> Vitus Ukwuoma, Auditor

> Karen Wiseman, Auditor

> PatriciaKelley, Audit Manager

> Harry Jorgenson, Counsel to the Inspector General

> Barry Snyder, Assistant Inspector General for Audits
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